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Intelligence is a global 
growth industry
A thorough and permanent change has occurred in Finland’s security and 
operating environment. Russia’s brutal attack on Ukraine and a heightened 
superpower struggle reflect a period of transition in global power structures. 
The rule-based world order that served Finland’s interests well has been 
seriously challenged. The old rules are crumbling, with new ones yet to 
emerge. In place of transparent cooperation, relations between states now 
emphasise confrontation and aggressive measures, espionage and hostile 
influencing.

The loosening of common rules has heightened the 
importance of intelligence and security services, both in 
competition between states and in cooperation between 
them. The status and influence of states increasingly 
depend on the operational effectiveness of their intel-
ligence services, on the kind of information that they 
receive, and on their ability to apply that information. 
Intelligence has sadly become a global growth industry.

Intelligence diplomacy refers to the use of intelligence 
in achieving foreign policy objectives, to its goal-oriented 
disclosure, or to sharing intelligence for the benefit of 
partner countries. The release of intelligence prior to the 
Russian attack was important not only for Ukrainian pre-
paredness, but also in establishing unity among Western 
countries and as a backdrop to Finland’s accession to 
NATO.

SUPO operates in this world of intensifying confron-
tation, playing the same game as the three-letter power 
agencies of authoritarian states, but by different rules. 
Finland needs a strong security and intelligence service 
that has the ability, capacity and resources to work under 
radically altered operating conditions without compro-
mising the rule of law.

The activities of Russia remain the biggest threat to 
Finland’s national security. Russia views Finland as an 
unfriendly country, and as a target for espionage and 
broad influencing. It is worthwhile preparing for malicious 
activity, both now and in the long term. SUPO has par-
ticularly highlighted elevated threats related to the cyber 
world and critical infrastructure. Weaponised migration 
is also an easy way for Russia to keep Finland on its toes.

While Finland managed to undermine the opera-
tional opportunities for Russian human intelligence last 
year through counter-intelligence work, expulsion of 
intelligence officers and a strict visa policy, the intelli-
gence operations of our eastern neighbour should not 
be underestimated. Individual Finnish citizens in Russia 
could also be subject to duress, espionage charges or 
confiscation of assets. Unscrupulous hostage diplomacy 
for the purpose of prisoner exchanges has become an 

instrument in the toolbox of authoritarian states.
The status of security and intelligence services in China 

has been further reinforced. Breakthrough technologies 
into new fields have become increasingly important as the 
superpower struggle has intensified. The future belongs 
to the controller of artificial intelligence, with supremacy 
in quantum technology providing a key to unlock the 
secrets of opponents. R&D requires huge volumes of data 
collected by many applications around the world. While 
digitisation has connected the world in an unprecedented 
way, associated vulnerabilities are emerging as competi-
tion intensifies and rules change. The superpower strug-
gle has already expanded into new areas: the importance 
of space is growing, as is that of the Arctic region.

Waves of tension in the Middle East are also hitting 
other parts of the globe, with a real danger of violent 
escalation. The threat of terrorism has grown in the Nor-
dic countries, and even Finland is not immune to these 
developments.

Amidst unsettling developments, we should bear in 
mind that the people of Finland enjoy a rather good 
standard of security. Public solidarity and determination in 
Finland have only strengthened as threats become more 
visible. Finland is well prepared under the circumstances, 
with NATO membership providing protection against the 
most serious threats. Finland remains a model country 
for democracy and the rule of law. We can rely on the 
measures taken by public authorities.

While a strong rules-based world order is in our inter-
ests, Finland must also be alert when the rules change. 
This is no brief and transitory phenomenon. We must 
update our mindset, legislation and preparedness for 
malicious mala fide operating conditions. Our opponents 
are ruthless and ready to exploit our weaknesses.

The functions of SUPO include seeking information on 
the secret plans of opponents, preventing their imple-
mentation, and maintaining the security of Finland and its 
people. We are of no use to top-level government unless 
we produce relevant intelligence. We are of no use to the 
nation unless we maintain the integrity of intelligence.

Teemu Turunen
Acting Director of the Finnish 
Security and Intelligence Service



Russia is increasingly 
dependent on China, but what 
does this mean for Finland’s 
national security?

As an intelligence service, Supo seeks to analyse superpower 
relations from the perspective of Finnish national security. 
Particularly since the Russian invasion, it has carefully monitored 
the trend in relations between China and Russia.

The job of intelligence includes seeking to understand 
key players in international politics in order to assess them 
with optimal precision. There are many actors in inter-
national politics, and their mutual relations affect global 
security in a wide variety of ways.

Superpower relations are now so strained that the need 
for information is continually growing. The Russian inva-
sion of Ukraine has also had important repercussions in 
international politics. One crucial question has been the 
effect of the war on relations between China and Russia.

The relationship between these two major powers is an 
obvious example of an area in which developments can 
have national security implications for Finland. The role of 
Supo as an intelligence service is to provide predictive 
assessments on such issues. The purpose of intelligence 
information is to help Finland’s foreign and security policy 
leaders to navigate in a complex world.

China is cautiously 
backing Russia

Supo assesses that China and Russia have common goals 
that they jointly promote when this serves their interests. 
Both are seeking to undermine the position of Western 
countries, and especially the USA in international arenas.

China is cautiously backing Russia in practice. Trade 
between these two countries has increased significantly 
during the war. Russia has been forced to direct its exports 
to China, and its dependence on China has grown con-
siderably. Chinese exports to Russia have also increased. 
The continuing stability of Russia is important to China, but 
Russia clearly needs China more than the other way round.

Since the Russian invasion, China has sought to pres-
ent itself as a neutral party. It talks about respecting the 
sovereignty of independent states, meaning Ukraine. By 
appealing to neutrality, China also seeks to strengthen its 
hand as a leading figure in developing countries.

On the other hand, China recognises Russian security 
concerns and stresses their legitimacy. It shares the Rus-
sian view that the USA and NATO have come too close to 
Russia in Europe.

The main issue for China ultimately concerns the impact 
of the war on Sino-American competition.  Many other 
issues are subordinate to this question. It is important for 
China to at least ensure that the war does not reinforce the 
international status of the USA.

The heightened importance of NATO as a result of Rus-

sia’s war of aggression is accordingly a negative develop-
ment from the perspective of China, which views NATO as 
an instrument of US foreign policy. It does not wish to see 
NATO becoming stronger or operating in its own locality.

What is the special 
contribution of Supo?

Newsrooms, think tanks and many other actors have 
closely monitored Sino-Russian relations since the inva-
sion. A great deal of public, high-quality information 
is available on this subject, which is not exceptional 
nowadays.

Technological progress has enabled mass media and 
individuals to produce new kinds of information, chal-
lenging intelligence services to clarify their role. These 
intelligence services – including Supo – must consider 
the special contribution that they can make.

The key difference between intelligence services and 
other actors lies naturally in the field of secrets, with cov-
ert information gathering and international information 
exchanges giving the intelligence services access to infor-
mation that is not otherwise available.

The role of Supo is to supply clear and reliable analysis 
that serves as a basis for decisions taken by policymakers. 
While information from Supo may sometimes confirm 
interpretations that circulate already in the public domain, 
intelligence information may also contradict these popular 
views.

The job of Supo is to analyse 
the world from the perspective 
of Finnish national security
While the scale of resources available to major intelligence 
services for gathering information on Sino-Russian rela-
tions obviously outweighs that of smaller services like 
Supo, no other entity is dedicated to gathering informa-
tion and analysing threats specifically from the perspec-
tive of Finnish national security.

The impact of NATO membership provides one exam-
ple of this. The expansion of NATO in Northern Europe is 
undesirable from China’s point of view, and Finland’s mem-
bership is arousing a new kind of interest. The key issue 
for China concerns whether NATO membership will bring 
about any change in the attitude of Finland towards China.
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Finland must learn to 
live with active Russian 
influencing While the activities of Russia are the most significant 

threat to Finnish national security, Russia’s main focus is 
elsewhere than on Finland in the immediate future.

Finland must learn to live in a new situation where poor 
relations with Russia are the norm, owing to Russia’s war 
of aggression in Ukraine and its efforts to foment discord 
in Europe. Russia interprets Finnish NATO membership 
and its participation in the sanctions jointly imposed by 
Western countries as a unilateral decision by Finland to 
weaken relations.

Russian influencing operations targeting Finland will 
probably become more active than the measures that 
the Finnish public was accustomed to before the Russian 
war of aggression. Russia has already communicated its 
dissatisfaction with Finland’s amended foreign and secu-
rity policy by taking such measures as closing the Finnish 
consulate in St. Petersburg and changing the procedures 
of its border authorities on the Finnish frontier.

Even though Russia will be more of a challenge than 
before, the situation of Finland is in no way exceptional. 
Many European countries have already been facing similar 
conditions for a long time.

As a country sharing a common border with Finland and 
conducting a war in Europe, Russia is the most significant 
threat to Finnish national security. Its main concerns never-
theless remain elsewhere than in Finland, and no military 
threat is likely in the near future. The Russian invasion of 
Ukraine has also weakened its own ability to exert influ-
ence in Finland and Europe.

Russia is not an all-
powerful influencer 

Though sometimes portrayed in public debate as a peer-
less influencer that pulls strings and weaves detailed plans 
spanning decades, Russia is not especially adept at devel-
oping new methods of influencing or carefully targeting 
its operations.

Russia often acts and then watches to see what hap-
pens. It also does not always understand Western socie-
ties, readily overlooking easy points of influence. Russia 
is often unable to anticipate the reactions of Western 
countries effectively.

The influence of Russia should nevertheless not be 
underrated. It remains quite proficient at seizing oppor-
tunities and turning them to its advantage. It is common 

for Russia to gather crumbs of benefit almost by accident, 
often merely by causing uncertainty and confusion.

To Russia, the world looks threatening
To understand Russian influencing, it is essential to appre-
ciate the world view of the Russian state leadership. The 
core of this mentality is that Russia is a great power. The 
truth, by contrast, is that Russia will inevitably decline in 
international importance. Russia is a rapidly deteriorating 
economy that relies on oil while the rest of the world is 
transitioning to renewable energy sources.

It nevertheless seeks to be treated as important. Russia 
believes that, as a superpower, it is entitled to greater 
rights as a state than other countries. At the same time, 
the world looks threatening and challenging from the 
Russian perspective.

These principles also underlie the Russian view of Fin-
land. While bordering countries are important, Finland 
is not Russia’s main concern. Russia views international 
relations as a zero-sum game for major players, in which 
small players are always controlled by others. If Russia 
does not exert influence, then someone else will.

It is easy for people in Finland to forget that Russia also 
perceives threats emanating from Finland. It seeks to con-
trol everything that comes across the long international 
border – EU influencing, Western propaganda and other 
aspects that are considered to oppose the interests of the 
Russian state leadership.

Russia seeks to influence 
policymaking

Russia influences on several levels. Sometimes the goal 
is to send a message or to establish a deterrent. The 
other extreme is a significant and tangible weakening of 
national security. Finland has so far largely been a target 
for messaging and efforts to create deterrence.

The ultimate goal of such operations is always to influ-
ence policymaking by steering it in the desired direction 
or by such means as seeking to limit the scope of national 
leaders to make decisions.
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Foreign intelligence has 
improved Finland’s ability to 
collect information
The mission of Supo is to acquire information on 
threats to Finland. Such information is nowadays also 
acquired from beyond the borders of Finland.

Supo has been authorised to acquire information from 
abroad for nearly five years, and it has exercised this 
right actively and successfully. Despite the very long-
term nature of this development work, we may already 
observe that access to foreign intelligence has signifi-
cantly enhanced the conditions and ability of Supo to 
provide intelligence to top-level government in Finland.

Supo is engaged in acquiring information of impor-
tance to Finland’s national security, irrespective of whether 
that information is in Finland or abroad. The ability to col-
lect information abroad is essential for national security, 
as all of the details relevant to the most serious threats 
affecting Finland are not usually otherwise available.

Foreign intelligence is demanding by nature, and it is 
accordingly used for the most critical issues on which cor-
responding information cannot be otherwise obtained. 
The targets of foreign intelligence must remain secret to 
protect operations.

Foreign intelligence is an essential and crucial element 
in the work of all intelligence services, as it is often prac-
tically the only way to acquire necessary details that the 
target of information gathering actively seeks to protect.

Supo always complies 
with Finnish law

Supo has been building its foreign intelligence capacity 
ever since new intelligence legislation took effect in 2019. 
Capacity building is a long-term process that calls for con-
tinuous learning and refining of operations.

A wide selection of tools may be applied in foreign 
intelligence, as Supo has practically the same range 
of lawful instruments available for use abroad as it has 
in Finland. Information may be gathered from abroad 

either openly, or using covert means. The decision on the 
method applied always depends on the most appropriate 
and effective means of obtaining information.

Foreign intelligence work is guided by the same prin-
ciples as other Supo operations. Supo engages in foreign 
intelligence to protect Finland’s national security. On the 
other hand, such aims as promoting the economic or 
commercial interests of Finland are not a basis for acquir-
ing intelligence information. The intelligence operations 
and interests of a small country clearly differ from those 
of superpowers.

Supo always complies with Finnish law when conduct-
ing foreign intelligence operations. All of its operations 
are carefully regulated and monitored – including foreign 
intelligence. The Intelligence Ombudsman may access all 
Supo information, including information related to foreign 
intelligence. Decisions on foreign intelligence are always 
made by the Director of Supo.

Foreign intelligence 
must be protected 

Foreign intelligence is ineffective without a high degree 
of protection and confidentiality. Supo may accordingly 
disclose very little about its operations and information 
gathering abroad. Foreign intelligence functions cannot 
be carried out successfully and efficiently unless opera-
tions can be protected or conducted covertly.

All details of Supo foreign intelligence work are of inter-
est to potential targets of information gathering, and to 
those who would seek to disrupt or prevent successful 
information gathering by Supo.

Supo must conceal its successes in order to enjoy con-
tinued success.
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National Terrorism Threat 
Assessment 2024
The threat of terrorism in Finland is elevated, corresponding to level two 
on the four-point scale. There are probably far-right and radical Islamist 
operators in Finland with the desire and capacity to carry out violent 
attacks. Supporters of these ideologies pose the most likely threat, either 
as individuals or in small groups. Attacks remain unlikely in the short term.

Some 350 individuals are identified targets of counter-
terrorism operations in Finland. The list of target individ-
uals is not permanent, with people continually added 
and removed on the basis of ongoing evaluation work. 
A heightened threat of far-right terrorism is also evident 
among the targeted individuals.

Some far-right violent terrorist 
projects have come to light in Finland

Lone individuals and small groups pose the most signif-
icant threat of far-right terrorism in Finland. The threat of 
violence particularly targets representatives of ethnic and 
religious minority groups and political actors who are per-
ceived as ideological opponents. Other parties viewed 
as enemies in far-right ideology are also potential targets. 
Far-right terrorists have favoured the use of firearms in 
their attacks, but explosives have also been used.

Racism, anti-Semitism and xenophobia are typical fac-
tors highlighted in far-right ideology internationally. Inspi-
ration from previous attacks, the impression of a threat to 
the white population and idealising of terrorism online 
are also characteristic features. The far right in Finland also 
shares such views.

The first terrorist convictions related to far-right ide-
ology were handed down in Finland in 2023 when the 
District Court of Päijänne-Tavastia sentenced three men to 
imprisonment at the end of October for offences commit-
ted with terrorist intent. The Deputy Prosecutor General 
brought charges in January 2024 in the case of a small 
far-right group that had operated in Kankaanpää. Two of 
the six defendants were charged with a terrorist offence.

Supo has identified some individual right-wing extrem-
ists who left Finland for the Ukrainian war zone. Some of 
them have returned to Finland. Participation in a conflict 
zone will also increase the likelihood of radicalisation of 
people in Finland.

Even though supporters of the ideology also meet in 

person, networking on social media platforms, dissemi-
nating propaganda and promoting violence remain inte-
gral to the activities of the far right in Finland. People who 
may carry out violent activities or incite individual actors 
and small groups to violence are particularly linked to the 
operating context known as Siege culture.

The number of combat sports clubs associated with 
far-right ideology increased in Finland last year. The com-
munications of these clubs is aimed at a wider audience 
than merely individuals with a far-right mentality. While 
organised far-right movements do not currently pose a 
terrorist threat, they establish a potential breeding ground 
for radicalising individuals.

The threat of radical Islamist terrorism 
remains unchanged in Finland 

The most significant threat of radical Islamist terrorism is 
posed by ideologically inspired and radicalised individu-
als and small groups. The most likely approach to mount-
ing a terrorist attack linked to radical Islamist ideology will 
be a simple one, and will target the civilian population 
or authorities in public places. Acts or incidents that are 
perceived as offensive or hostile to Islam, such as burning 
the Quran or military action taken against terrorist organ-
isations in a conflict zone, are likely to increase the threat 
of a terrorist attack in the short term.

A conviction for training to commit a terrorist offence 
was handed down for the first time in Finland in April 2023 
when the District Court of Helsinki sentenced a Spanish 
citizen who had lived in Finland to a suspended term of 
four months’ imprisonment. The individual was deported 
from Finland in August 2023.

The principal measures taken in Finland to support 
radical Islamism concern the transfer of funds and the 
spread of ideology online. Encrypted instant messaging 
applications and chat groups are the main vehicles for 
disseminating and consuming propaganda.Individuals 

radicalised online may follow the propaganda of several 
radical Islamist terrorist organisations, with no clear alle-
giance to any particular one of them.

The threat of a terrorist attack in Europe motivated by 
radical Islamism has intensified over the past year. The 
key factors behind this increase are desecrations of the 
Quran in Europe and the conflict between Israel and the 
terrorist organisation Hamas arising from the attack carried 
out by the latter in October 2023. Individuals or parties 
representing other religions or sexual minorities are also 
targeted in propaganda. The growing threat elsewhere 
in Europe has not significantly affected the threat level 
in Finland.

The foreign fighter phenomenon continues to affect 
radical Islamist operating conditions, both in Finland and 
in Europe.Nobody arrived in Finland from the conflict 
zones of Syria and Iraq in 2023. Some individual support-
ers of radical Islamism with links to Finland are still living in 
these zones. It is unlikely that networks of those who have 
returned from conflict zones or individual returnees will 
be inspired to engage in terrorist operations in Finland 
in the short term.

Radical Islamist terrorism globally is mainly concentrated 
in unstable regions, such as Syria, Iraq, Afghanistan, Soma-
lia and the Sahel. Terrorist organisations operating in con-
flict zones also seek to mount attacks in Western countries. 
The importance of especially sub-Saharan Africa as an 
operating zone for al-Qaeda and ISIL has been growing 
rapidly. Violent terrorist activity by ISIL also increased last 
year in the conflict zones of Syria and Iraq. The conflict 
between the terrorist organisation Hamas and Israel has 
also activated other radical Islamist actors operating in 
the Middle East.

The threat of other 
terrorism is low

The threat of terrorism posed by the far left in Finland 
is low, with its operations in Finland mainly focusing on 
anti-fascist activism and support for the activities of the 
Kurdistan Workers’ Party (PKK). Far-left activities in Finland 
are mainly non-violent, while operations that support vio-
lence are primarily directed outside of Finland.

The threat of terrorism from the PKK in Finland remains 
low. The PKK and its supporters focus in Finland on fund-
raising and influencing. PKK operations in the Middle East 
are aimed at Turkey and Turkish targets.

Assessment of short-term trends in 
the terrorism outlook for Finland

The threat of terrorism will probably remain at level two 
(elevated) on the four-point scale. The most likely threat of 
a terrorist attack in Finland comes from lone operators or 
small groups advocating far-right or radical Islamist ideol-
ogy. People with a previous background of violence will 
probably have the most significant capacity for violence. 
The online environment enables adoption of ideas from 
many directions, and does not require commitment to the 

activities of a single 
organisation. Radical-
isation in Finland will 
probably also increas-
ingly affect minors in 
the short term.

1. Low
2. Elevated
3. High
4. Severe
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Supo in figures in 2023
Personnel

Employees with 
academic degree

69.2 %588  
Employees 
in total

42.4 y

Average 
age

International correspondence

22,000 international messages 
(sent and received)

Security clearances 

2023 Comprehensive  553 
Total Standard 40,885 
96,413 

Concise 34,994  

Attached* 19,981 

2022 Comprehensive  406 *A new vetting is not always 
needed when an invidual’s Total  Standard 40,653 duties change. A new appli-97,029
cation may be appended 

Concise 35,289 to previously conducted 
vetting that is still in force for Attachedt* 20,681 the individual concerned.

Financing used by financial year 
million euros M€)

80 M€ Total Total 
Total 63.7 M€ 62.7 M€Total Total 56.1 M€

60 M€ 50.9 M€ 50.8 M€ 9.8 10.7 
8.5

7.9 53.9 Realised income of the financial year 11.8 52 
40 M€ 47.6

42.9 
39.1 

Budget financing used during the finan-
20 M€ cial year(including the use of appropria-

tions carried over from the previous year).

0 M€
2019 2020 2021 2022 2023

Supo’s core duties
The Finnish Security and Intelligence Service (Supo) 
counters threats to Finland’s national security and provides 
unique intelligence to prevent threats in advance.

Supo produces intelligence 
information to support 
decision-making
Supo’s duty is to produce forward-looking and relevant 
intelligence information to state leaders and partner 
authorities to support decision-making. Intelligence is often 
the only way to obtain information about new threats.

Intelligence is collected through operational work, 
national and international cooperation and open sources. 
Foresight is a vital step in intelligence analysis.

Intelligence-based reports on phenomena relating to 
national security are produced for state leadership, minis-
tries and agencies. Supo also produces threat assessments 
for police, other authorities, and occasionally also for com-
panies performing critical security-of-supply functions.

Supo counters terrorism

Supo:
• conducts intelligence operations with a view to 

detecting and preventing terrorist offences
• counters terrorist attack plots against Finland
• is responsible for exchanging international counter-

terrorism intelligence
• serves as an operational specialist organisation in 

relation to terrorism
• develops, maintains and promotes national 

situational awareness related to the threat of 
terrorism

• monitors the nature of activities conducted by 
domestic extremist movements and assesses 
whether these activities pose a threat to national 
security.

Supo counters espionage

Supo:
• counters foreign intelligence activities directed 

against Finland and preventing damage caused by 
them

• counters illegal human intelligence and influence 
operations conducted by foreign powers against 
Finland

• counters espionage conducted by foreign powers 
against Finland on data networks

• prevents the dissemination or transit of technology, 
devices and expertise required for making weapons 
of mass destruction from or via Finland

• maintains situational awareness and reports on 
phenomena or projects that endanger Finland’s 
national security.

Supo grants security clearances

• Supo conducts all Finnish security clearance investi-
gations, with the exception of investigations within 
the defence administration.

• The security clearance procedure seeks to prevent 
activities that endanger national security or signifi-
cant private economic interests.

• Supo also conducts facility security clearance in-
vestigations, and issues opinions on citizenship and 
residence permit applications and other subjects.
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Supo was set up at the dawn of 
the Cold War, and the threats 
nowadays are the same
Supo turns 75 this year, and countering the threat of the USSR 
and later of Russia has always been a key element in its work. 
While many contemporary threats remind us of the early years 
of Supo, the position of Finland has changed substantially.



18 19

 Y
E

A
R

B
O

O
K

 20
23 Y

E
A

R
B

O
O

K
 2

0
23

This year it will be 75 years since Supo began operating 
as a wholly reformed security police agency in Finland. 
The mission of this new special police department was to 
impartially safeguard the lawful state and social order of 
Finland by exposing treasonous projects directed against it.

The very name of the agency declared a departure from 
its predecessors, the National Investigative Police and the 
State Police (Valpo I and II) that, in the turbulent early dec-
ades of internal and external policymaking by the young 
republic, had evolved into a police agency that was not 
only secret, but even politically partisan. 

The operating enviroment of the new agency in 1949 
were dominated by familiar themes. The USA and the USSR 
had begun their Cold War superpower policy confronta-
tion a couple of years earlier. While officially positioning 
itself as a neutral country under the 1948 Agreement of 
Friendship, Cooperation, and Mutual Assistance signed 
with the Soviet Union, Finland remained in the vanguard of 
the West behind the scenes. The most important function 
of Supo in relation to external threats was to disclose and 
combat espionage operations of the Soviet Union.

This work bore fruit in the 1950s, especially on the east-
ern border of Finland, where Soviet border forces and 
military intelligence actively recruited Finnish border zone 
residents as agents. Some Western intelligence service 
operatives were also caught up in this dragnet. The geo-
graphical location of Finland attracted NATO countries as a 
base of operations in espionage targeting the Soviet Union.

Powers and politics limited 
Supo operations

The Cold War was also reflected in Finland’s internal secu-
rity. The focus of surveillance was long directed at com-
munists, whom the Finnish government still feared would 
seek to subvert democracy and establish a dictatorship 
with the support of the Soviet Union.

Attention was also paid to the activities of the Finnish 
People’s Democratic League and the Communist Party 
of Finland, because the USSR was initially believed – and 
ultimately also known – to have used these political parties 
as instruments of its influencing operations in an effort to 
tie Finland into its own sphere of interest, both politically 
and economically. The Communist Party of Finland also 
gave Soviet intelligence a channel for monitoring Finnish 
politics in real time.

Supo nevertheless lacked the authority to intervene in 
such political intelligence and influencing operations by 
the Soviet Union in Finland. The only effective counter-
measure, a public and open debate on the dangers of 
Soviet intelligence in Finland, was not possible under the 
1948 Agreement.

Is history 
repeating itself?
Now 75 years later Supo continues its work to defend 
Finland’s national security. The operating conditions of the 
agency are once again dominated by an escalating global 
confrontation between East and West, and by strained 
superpower relations, this time between the United States 
and China.

The security scenario in Europe also experienced 
another enduring change two years ago when Russia 
launched a major war of aggression against Ukraine. Cli-
mate change and poverty pose challenges of their own, 
forcing the migration of more and more people as debate 
on a crisis in democracy escalates both in the USA and 
Western Europe.

Finland remains between East and West geopoliti-
cally, and unlawful Russian intelligence and influenc-
ing operations are still the greatest external threat to its 
national security. Domestic extremist movements have 
also returned to the foreground of internal security, with 
particular growth in the threat posed by the extreme right 
in recent years. Ideas of violently overthrowing the demo-
cratic social order and replacing it with a dictatorship have 
similarly made a comeback.

So history seems to be repeating itself with regard to 
the operating conditions of Supo. This also indicates that 
the need for intelligence and security services that com-
bat threats to state or, in modern terms, national security 
is (sadly) always with us. It is only the details of such threats 
that evolve over time.

The position of Finland has 
changed substantially

A significant change has nevertheless occurred in Fin-
land’s foreign and security policy position. As of 2024, 
Finland has officially aligned with the West, both through 
EU and NATO membership, and through a defence coop-
eration agreement with the USA and close JEF coopera-
tion with the United Kingdom.
While this new position provides security, it also brings 
new responsibilities. Following its evolution into a security 
and intelligence service in 2019, Supo now responds to 
these responsibilities by gathering proactive intelligence, 
especially in support of foreign and security policymaking 
by top-level national government in Finland, but also to 
meet the needs of Finland’s allies.
The ability of Supo to speak frankly and openly about 
threats to Finland’s national security is also new, and is 
especially important at a time when the means of hostile 
information influencing are nearly limitless.

Mari Luukkonen 
Suojelupoliisin historiasta väitellyt 
Supon erityisasiantuntija

1919

National 
Investigative Police 
operations begin.

1938
State Police 

operations began.

1945
State Police falls under 
communist control.

1949
Supo operations 

began.

2019
Supo becomes a security and 
intelligence service as new 
intelligence legislation takes effect.

2023
Supo moved out of 
the historic Ratakatu 

headquarters.
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This is how 
intelligence is compiled
Supo gathers information from a wide range of sources, 
processing data fragments into valuable intelligence information.

The role of Supo as an intelligence service is to acquire 
intelligence information. This information is intended 
to serve policymaking by the government and public 
authorities in matters that concern the security of Finland. 
Supo only acquires information about phenomena that 
affect national security, meaning the most serious threats 
to Finland. Information gathering is based on threats that 

are defined in legislation.
The various approaches applied for acquiring informa-

tion are mutually complementary. Supo analysts process 
gathered information into analyses and assessments for 
top-level national government. Intelligence information 
is ideally unique and predictive – and helps policymakers 
navigate a complex security environment.

Intelligence gathering methods  
Using civilian intelligence methods generally 
involves seeking a warrant from a court. The Direc-
tor of Supo nevertheless decides on foreign intelli-
gence, and its heads of intelligence operations may 
do so with respect to certain other civilian intelli-
gence methods.

Examples of civilian intelligence methods include: 
Telecommunications interception 
and traffic data monitoring 
Technical surveillance of a device 
Extended surveillance 
Guided use of an information source
Intelligence gathering on specific locations 

International partners 
Supo releases and receives information 
from the intelligence and security services 
of other countries. Intelligence information is also 
shared within NATO, where civilian intelligence 
plays an important role.

2120

Network traffic intelligence 
on telecommunications that 
cross the Finnish border 
Network traffic intelligence is gathering of infor-
mation from telecommunications that cross national 
borders using pre-defined search criteria. The 
search terms are metadata that distinguish desired 
network traffic from other traffic. Open source intelligence 

Leading intelligence professionals can gather a 
great deal of very useful information from public 
and commercial sources.

Tip-offs from individuals 
and stakeholders
Supo receives tip-off messages from sources in 
various walks of life every day. The main challenge 
is to glean important details from a huge volume 
of tip-offs.

Use of covert human 
intelligence sources   
Human intelligence sources must be managed with 
the utmost confidentiality. Only human sources, for 
example, are aware of intentions that have not yet 
been recorded anywhere.

Official cooperation 
and registry data  
Finland has highly effective official registers, many 
of which may also be used for intelligence opera-
tions within the confines allowed by law.

Analysis 
Supo analysts seek to assess the signifi-
cance of scraps of information and to view 
them in the correct context. Information is 
often uncertain, and so weighing the reli-
ability of sources and information is a key 
aspect of an analyst’s work. Information is 
examined from various perspectives. The 
intelligence analyst looks into the future, 
in the sense of endeavouring to anticipate 
potential trends.

Analysed intelligence 
information 
Supo releases information on an almost 
daily basis to top-level national govern-
ment and to public authorities engaged 
in security-related functions. Information 
is released not only in written reports, but 
also at intelligence briefings conducted at 
in-person meetings.
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Creativity and critical thinking 
are essential skills in open 
source research
A capable open source analyst can find useful information in archives, news 
and even propaganda. Supo increasingly invests in open source intelligence.

A creative and curious, but also critical mind is what you 
need when conducting open source intelligence at Supo. 
Open source intelligence (OSINT) means using informa-
tion available from public sources in intelligence work.

The range of potential information sources is huge, 
including social media, news, satellite images and edu-
cational materials. Satellite images can verify events that 
have already occurred, while news media may report the 
time and place of some relevant event.

“Open source intelligence work is an innovative under-
taking, because information may be gathered using a 
wide range of approaches and may even be found in very 
surprising places, such as archives. Even old information, 
for example about people, can sometimes prove sur-
prisingly useful,” explains one anonymous senior analyst 
working in open source intelligence, whom we shall call 
Petra.

Open source intelligence has a long heritage. The 
importance of this field has only grown more crucial 
in recent years, as digital sources increasingly provide 
more information in novel forms. Supo is also increasingly 
investing in open source intelligence.

You have to know how to 
disagree with yourself

A great deal of information is available from public 
sources, even in autocratic states. Relevant details can 
often be gleaned from statutes and statistics alone. Even 
propaganda may provide relevant insight into the mindset 
of leaders in a foreign state or radical ideological groups. 
Critical thinking is always essential in intelligence work.

“While there is a great deal of noise on social media, 
even here we may find important nuggets of informa-
tion. What matters is how the information is processed,” 
explains senior analyst specialist Veli-Pekka Kivimäki. 
“It is essential to remain critical. This means not getting 
obsessed with any particular point of view, and remaining 
willing to disagree with yourself.”

Useful sources will vary according to the phenomenon 
being studied. When considering terrorism, we typically 

seek information on individuals, groups, or their ideology 
and propaganda. When endeavouring to understand the 
behaviour of states, the particular question may lead us to 
study everything from editorial media to satellite images.

Planning and operational 
protection are required

Anyone can gather a great deal of information from open 
sources nowadays. The collection work of Supo always 
serves the information needs of the customer and Finnish 
national security. Intelligence operations are also carefully 
planned, requiring a systematic study of detail. The truth 
sometimes turns out to be less exciting than conclusions 
drawn in public debate.

The work of a public authority is always prescribed by 
law, meaning that more restrictions apply than is the case 
when a layman searches for information online. Browsing 
individual social media profiles, for example, may readily 
be interpreted as the kind of surveillance that requires a 
formal warrant.

“We cannot just snoop around people’s profiles on a 
whim – and we wouldn’t even want to. Intelligence work 
must always have some objective. Mere curiosity is not 
enough,” Petra explains.

Firm statutory grounds are always required for using 
intelligence methods. We generally seek information 
by other means in the first instance, such as from open 
sources where possible. Open sources often provide the 
quickest and cheapest way to gather information while 
minimising intrusion into privacy.

“Information may be more readily available from open 
sources, with no need to apply the most intrusive meth-
ods in all cases. On the other hand, there may be less 
open source information available on such topics as the 
plans and intentions of foreign powers,” Kivimäki notes.

Good forward planning and precise objectives are 
crucial in open source intelligence. It is also necessary to 
give carefully consideration to protecting your own infor-
mation searches in intelligence work, as online information 
retrieval always leaves some kind of trace.
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There is no intelligence 
without high-quality analysis
The importance of top class analysis has grown in recent years, 
with Supo enhancing its analytical functions accordingly.

On receiving new information, an operational analyst at 
Supo must address a wide variety of questions. Is the 
information source reliable? Are the details credible?

Supo’s mission is to produce meaningful intelligence 
information. There may be very little information available 
on some occasions, whereas at other times there is plenty 
of material, but it is characteristically inconsistent. Reality is 
messy, and it is not always easy to judge what information 
is important and what is not.

Only after undergoing careful analysis does information 
become intelligence. The work of analysts really is crucial 
in many aspects of producing intelligence information.

Analysts play a significant role in 
Supo information gathering

Operational analysts at Supo are closely involved in infor-
mation gathering, helping to direct this work. Operations 
typically have some kind of target or set of targets on 

which information is gathered. Operational analysts usu-
ally examine things on a very concrete level, for example 
by analysing the networks of target individuals. They con-
tinually evaluate the information gathered in intelligence 
operations.

Supo also applies internationally tried and tested meth-
ods of intelligence analysis, which seek to reveal various 
kinds of bias in thinking. For example, hypotheses are 
used in analysis work, to bring transparency and structure 
to analysis.

Analysis of competing hypotheses is a frequently used 
method. Several hypotheses are formulated as a basis for 
analysis, with efforts then made to refute them as further 
information is gathered. The hypotheses are finally tested 
by multiple analysts and, ideally, whatever ultimately sur-
vives this process is the most probable hypothesis.

Analysts must sometimes conduct red teaming, con-
sidering the mindset and objectives of the target. There 
are also specific analytical techniques for testing this 
perspective.
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Analysis is conducted from 
many points of view

There are many levels of Supo analysis. While operational 
analysts are engaged in practical information gathering, 
the job of tactical analysts is to combine information from 
various operations and other sources. They also direct 
operational information gathering, and maintain such 
resources as the national terrorism overview.

Strategic analysts seek to draw conclusions on a broader 
level concerning the overall significance for national secu-
rity of information gathered in Supo enquiries and from 
other sources. Strategic analysis anticipates and directs 
information gathering to meet the information needs of 
top-level government and to illuminate its blind spots.

What is special about 
Supo analysis work?

One special feature of Supo’s strategic analysis work is an 
ongoing dialogue with policymakers. Even though the 
actual analysis must always be independent, intelligence 
information is produced to serve the information needs 
of top-level government.

These needs are reviewed in annual discussions with 
leading politicians and public officials that enable for-
mulation of priorities for civilian intelligence. Supo staff 
use these priorities to derive more detailed intelligence 
questions for investigation. These questions seek to serve 
the information needs of top-level government.

Analysts play a key role in formulating intelligence 
questions, which may be refined, for example, through 
brainstorming by several analysts. Intelligence work is 
always teamwork involving collaboration between anal-
ysis, information gathering and operations management.

Supo has enhanced its 
analysis work

The intelligence community has stressed the importance 
of high standard analysis in recent years. Technological 
progress has eroded the traditional monopoly on var-
ious means of information gathering that was formerly 
enjoyed by the intelligence services of old, and Supo 
has recruited a significant number of analysts. From the 
perspective of analysis itself, it is essential for analysts to 
come from diverse backgrounds and Supo has hired 
university graduates in very diverse fields, journalists and 
individuals from other branches of state administration as 
analysts in recent years.

Analysis work and associated training at Supo have 
been enhanced, becoming increasingly professional and 
systematic.

Some cognitive biases 
in intelligence

The mirroring effect 
Projecting one’s own views onto those 
of another party, because people 
tend to regard their own thoughts and 
actions as rational.

Groupthink 
Adapting to a group outlook with-
out forming or expressing any view 
of one’s own, because maintaining 
good team spirit is considered more 
valuable.

Competing 
hypotheses
 
Hypothesis 1 
A group is planning to attack a critical 
infrastructure target and is capable of 
doing so.

Hypothesis 2 
The group is planning to attack a 
critical infrastructure target, but is 
unable to do so in the short term.

Hypothesis 3 
The group is not planning to attack 
any critical infrastructure target.
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A regional presence is important 
for Supo information gathering
Both intelligence operations and terrorist activity may 
be encountered in various parts of Finland.

“You should be working on getting information that oth-
ers cannot or don’t know how to acquire” is how expe-
rienced Supo staff member Kari describes his work in 
Eastern Finland. The information that is so vital to Supo is 
hard to acquire without a local presence on the ground, 
so comprehensive representation in various parts of Fin-
land is essential for Supo operations.

Supo is continually engaged in ongoing intelligence 
operations throughout Finland. Regional offices play an 
important role in Supo information gathering, because 
their staff are familiar with local operators and conditions.

These offices are located in Joensuu, Kuopio, Lap-
peenranta, Oulu, Rovaniemi, Tampere, Turku and Vaasa. 
They provide bases for handling almost all Supo functions 
locally.

The threat of intelligence or terrorism 
is not confined to the Helsinki region

A local presence also enables a rapid reaction. If some 
point of interest to Supo is near the eastern border, for 
example, then the location can be reached quickly and 
familiar border officials will assist.

“We are more likely to get early warning of develop-
ments. We wouldn’t necessarily be able to tackle incidents 
if we always had to start out from Helsinki, for example,” 
Kari explains.

It is also a lot more difficult to find information sources 
when working remotely.

Foreign intelligence operations may target various 
parts of Finland. There is critical infrastructure in every 
municipality and city. Research projects or key businesses 
of interest to foreign espionage can be found all over 
Finland.

The threat of terrorism is similarly not confined to the 
largest population centres. The Internet plays an increas-
ingly important role in radicalisation, meaning that oper-
ations are not bound to any particular place.

People may contact Supo 
with minimal formality

All Supo offices receive alerts or tip-offs from public 
authorities, businesses, universities, and other sources. 
Specialist partners can often provide a valuable overview 
of phenomena in their fields. They may be well positioned 
to notice changes – for example, if businesses with a par-
ticular profile approach with partnership proposals.

Supo also receives valuable information from members 
of the public. Kari explains that the threshold for contact-
ing Supo is low. Failing to receive some essential detail 
is much more serious than having too much information.

“Observations and tip-offs reported in concrete terms 
are especially useful, as they make it easier to pursue fur-
ther investigations. So instead of merely telling us about 
a suspicious vehicle near a critical infrastructure site, for 
example, it would also be helpful to record key details, 
such as the colour and registration number of the vehicle,” 
Kari explains.
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People in Finland 
trust Supo
Supo surveys public perceptions of its work on an annual 
basis. The latest survey was conducted between 20 
November and 2 December 2023, based on a sample 
representing the population of mainland Finland aged 
between 18 and 79 years.

An overwhelming majority (90%) of the public in Fin-
land expressed either a high or at least fairly high degree 
of trust in Supo. Two respondents in five (40%) report a 
high degree of trust, with half of all respondents (50%) 
reporting a fairly high degree of trust.

Public confidence in Supo has remained at the same level 
as in previous years, with the latest findings ranked as the 
third best in more than two decades of such surveys. Only 
one respondent in a hundred does not trust Supo at all. 
Disparities between various groups remain quite minimal 
after adjusting the findings for various background varia-
bles, such as age, education, professional status and political 
views. The vast majority of people in all groups trust Supo.

The telephone interview survey also asked respondents 

to assess how well Supo had discharged its functions. Four 
respondents in five felt that Supo had managed its work 
either very well (19%) or fairly well (61%).

The same survey also includes an annual review of how 
well people living in Finland know the functions of Supo, 
which changed to some extent when new intelligence 
legislation took effect in summer 2019.

The best-known Supo functions are gathering 
intelligence on threats to national security, combating 
terrorism and preventing espionage targeting Finland. 
More than 90 per cent of respondents identified these 
Supo functions. A slight increase over the previous year 
was found in public awareness that Supo provides 
intelligence to the President, Government and public 
authorities (87%), and that it conducts security clearance 
vetting of key public appointees (83%).

As a new function of Supo, foreign intelligence was the 
least well known aspect of its work (71%). There has been 
little change in survey findings since last year.

Trust in 
Supo

high 40 %
fairly high 50 %
no opinion 5 %
not very high 4 %
none at all 1 %

The survey was conducted by Verian 
(formerly Kantar). A total of 1,004 inter-
views were arranged, and the margin 
of error is ± 3.1 percentage points.
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